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  What is a digital shadow? 
  What is cyber situational awareness? 

  A walk in the shadows 
  Q&A 
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What is a digital shadow? 
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Digital Footprint  

As an organization’s 
employees, suppliers 
and partners transact 
and socialize online, 
they leave behind an 
electronic trail of their 

activities.  

Digital Shadow 

Exposed personal, 
technical or 

organizational 
information that is often 

highly confidential, 
sensitive or proprietary 
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The adversary has 
its own shadow 

  Patterns and motives 

  Attack vectors of choice 

  Dark web activities 

  Abuse of brands 
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Cyber situational awareness 
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Cyber situational awareness and the kill chain 
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A Walk in the Shadows 
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Social Media – Over sharing  
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Code-Sharing – Over sharing  
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Code-Sharing – Over sharing  
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Exploiting the Shadows 
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Hacktivists 
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Cyber criminals and the Dark Web 
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  Loyalty card company data sold 
  UK retail bank employee selling customer data 
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Thank you for listening. Any questions? 
Chris.brown@digitalshadows.com 
07809781056 
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